[Place on agency letterhead or procedure template]


Standard Operating Procedure

Accessing Confidential Personal Information in a Paper-Based System 
Insert office name here

Insert name of system here

____________________________________________________________________________

1.
Purpose
This standard operating procedure includes guidance and instructions that must be followed by the employees or contractors of the (add name of office here) when accessing Confidential Personal Information contained in the paper-based system of record, (add name of system here), which is managed by the (add name of office here). 
2.
Overview
All state agencies, boards and commissions are required to implement Ohio Revised Code Section 1347.15 which includes provisions to protect the privacy and security of Ohio’s citizens who have confidential personal information stored in a state-maintained, paper-based personal information system. The (department name) has issued administrative rules (add citation to rules) regulating access to confidential personal information. This procedure applies those rules to (add system name here).

For purposes of this procedure:
· “Personal information,” as defined by Ohio Revised Code (ORC) 1347.01, means any information that describes anything about a person, or that indicates actions done by or to a person, or that indicates that a person possesses certain personal characteristics, and that contains, and can be retrieved from a system by, a name, identifying number, symbol, or other identifier assigned to a person.
· “Confidential personal information” (CPI) is the data identified in section III H of this procedure.
3.
System Description
Note: Complete items A-I below. Add additional items as warranted to provide a full description of this system and the CPI that must be managed.
A.
Name: provide the name of the system here.
B.
Description: provide a description of the system of record here. 
C.
Purpose: explain why this system is maintained and the purpose it serves.
D.
Regulatory requirements: list the citation(s) (state or federal laws or rules) that require or support the existence and maintenance of this system.
E.
Authorizing access: explain who authorizes access to the system, how those authorizations are maintained and how those authorizations are revoked when an employee terminates service or otherwise no longer needs access to CPI in the system.
F.
Security: explain the security controls that exist with this system, such as locking mechanisms and the presence of authorized personnel.
G.
Positions that access the system:
	Position title
	Permission level

(Full access, limited access, etc.)
	CPI accessible with this permission level

	
	
	

	
	
	

	
	
	

	
	
	


H.
Description of CPI Contained in this System: Provide a list of the CPI contained in this system along with the federal or state statutes or administrative rules that make the confidential personal information confidential.
I.
Valid Reasons for Accessing CPI: List the valid business reasons as to why this system is used. Be sure to also include the valid reasons for accessing CPI.
4.
Reporting Suspicious or Inappropriate Requests
Employees are required to immediately report any suspicious or inappropriate actions where it is perceived that CPI may have been requested or accessed for non-business reasons in violations of this procedure or the Policy on Protecting Privacy. See Incident Response for Access of Confidential or Sensitive Personally Identifiable Information for an Invalid Reason.
5.
Training
A review of this procedure will be included on the agenda of the (add name of agency routine meeting, e.g., security or ethics) meetings. In addition, new employees must receive training on this standard operating procedure prior to accessing (add name of system here) which contains CPI.
6.
Maintenance of this Procedure
This procedure will be reviewed at least once annually to ensure it remains compliant with ORC Section 1347.15 and with any corresponding (agency) policy.
7. 
Revision History
	Date
	Description

	MM/DD/YYYY
	New standard operating procedure

	
	

	
	


Template for “Accessing Confidential Personal Information in a Paper-Based System”


11/18/2011


1) See Instructions page for complete information on completing templates.


2) Customize the procedure for your agency.


3) Check to ensure that this box and “add information here” type language have been replaced.


4) Place the procedure text into your agency’s procedure format, letterhead, etc..





For more information, visit: �HYPERLINK "http://www.privacy.ohio.gov/Government.aspx"��http://www.privacy.ohio.gov/Government.aspx�.





Published by the Office of Information Security and Privacy, a part of the Ohio Department of Administrative Services’ Office of Information Technology.
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