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Attachment A. Privacy Threshold Analysis

Attachment A

Privacy Threshold Analysis (PTA)

	


Project or
System Name:

This form is used to determine whether a Privacy Impact Assessment is required. 

	


Publication Date:

Contact Point 
	Contact Person:
	

	Agency and Division:
	

	Contact Phone:
	

	Contact E-mail:
	


Data Privacy Point of Contact (DPPOC)

	Name of DPPOC:
	

	Title of DPPOC:
	

	Agency and Division of DPPOC:
	


	The purpose of a Privacy Impact Assessment is to determine the privacy implications of collecting Personally Identifiable Information (PII), including why PII is collected and how it will be used and secured. PII is defined as "personally identifiable information" and is information that can be used directly or in combination with other information to identify a particular individual. It includes:

· a name, identifying number, symbol, or other identifier assigned to a person, 

· any information that describes anything about a person, 

· any information that indicates actions done by or to a person, 

· any information that indicates that a person possesses certain personal characteristics.

This document helps identify PII in a given information system. 

The Ohio Office of Information Technology designed and tested this document in Microsoft Word 2010. Agencies should complete the shaded portions of this document and then submit a copy to your agency’s Data Privacy Point of Contact.




Summary Information

	Date submitted for review: 
	

	Name of Project: 
	

	Name of Component:
	

	Name of Project Manager:
	

	E-mail for Project Manager:
	

	Phone number for Project Manager:
	


Specific Questions

	1.   Describe the project and its purpose:
Please provide a general description of the project and its purpose in a way a non-technical person could understand.



	


	2.   Status of Project:



[image: image1.wmf]This is a new development effort.


[image: image2.wmf]This is an existing project.


	Date first developed:
	

	Date last updated:
	


	Please provide a general description of the update.




	


	3.   If this project is a technology/system, does it relate solely to infrastructure? [For example, is the system a Local Area Network (LAN) or Wide Area Network (WAN)]?




[image: image3.wmf]No. Please continue to Question 4.


[image: image4.wmf]Yes. Is there a log kept of communication traffic?



[image: image5.wmf]No. Please continue to Question 4.



[image: image6.wmf]Yes. What type of data is recorded in the log? (Please choose all that apply.)


[image: image7.wmf]Header


[image: image8.wmf]Payload - Please describe the data that is logged.


	Please list the data elements in the log.



	


4.
Could the project relate in any way to an individual?


[image: image9.wmf]No.



[image: image10.wmf]Yes.  Please provide a general description, below.


	Please provide a general description of the way the project could relate to an individual.



	


5.
Do you use or collect any of the following information: 

· First and last name?

· Date of birth?

· E-mail address?

· Street address?

· Internet protocol (IP) address?

· Social Security Numbers (including truncated SSNs)?

· Federal Tax Identification Numbers?

· Driver’s license numbers?

· A state identification card number issued under section 4507.50 of the Revised Code?

· Financial information, ranging from account numbers, credit card numbers and debit card numbers to credit history and credit scores?

· Student identification numbers?

· Health and medical information, ranging from medical account numbers and health plan numbers to diagnoses, health conditions and drug prescriptions?

· Certificate/license numbers?

· Employment information?

· Criminal information?

· Vehicle identifier including license plate?

· Biometric identifier (e.g., fingerprints)?

· Any other unique identifying number or characteristic that, when combined with any basic personally identifiable information, may cause serious harm in the wrong hands?


[image: image11.wmf]No.



[image: image12.wmf]Yes. Why does the program collect this information?


	Please provide the reason for collecting this information and the legal authority to do so.



	


6.
What information about individuals could be collected, generated or 
retained?

	Please provide a specific description of information that might be collected, generated or retained such as names, addresses, e-mails, etc.


	


Privacy Threshold Review

Based on questions 1 – 6, does the project or system involve personally identifiable information and therefore warrant additional examination and documentation in the form of a Privacy Impact Assessment? [If you indicated that one or more of the examples from Question 5 are being collected by your agency, indicate “Yes” in the designation below.]
Designation:


[image: image13.wmf]No. This is NOT a Privacy Sensitive Project or System - the project or system does not contain Personally


Identifiable Information.
[image: image14.wmf]Yes, this IS a Privacy Sensitive Project or System.



The following actions or designations apply (check all relevant boxes):


[image: image15.wmf]PTA sufficient at this time




[image: image16.wmf]A PIA is required


Additional Comments
	


Word template available for download at http://privacy.ohio.gov/Government.aspx  
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